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1.2

121

1.2.2

1.2.3

Login

Login

What is the default management IP address of the Reyee EW series

devices ?

For Reyee EW series Routers, the default management IP address is 192.168.110.1.

How to log in to Reyee EW series devices?

You can log in to the device in a wired or wireless way:
Log in to the device in a wired way:

1. Connect PC to the LAN port of the device.
2. Setthe IP addresses of PC and management interface are within the same network segment.

3. Log in to the device by using the default management address 192.168.110.1.
Log in to the device in a wireless way

1. Connect to the default wireless SSID “@Ruijie-sXXXX”.

2. Login to the device by using the default management address 192.168.110.1.
Log in to the device via Ruijie Cloud APP

1. Click Create a Project. You can add devices on Ruijie Cloud App by either Connect to Wi-Fi or Scan QR-

code.
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Q Ruijie Cloud Q@ Search O -

&

Your account will expire in 28 days. Tap here to activate now.

Speed Test Tech Support Demo

My(O) Shared (0) -+ Create a Project
L]

&

First time use Ruijie Cloud?

Try demo now

+

Create Your First Project

Make sure your netwark devices are all connected and
powered up.

O @ & @ &

Product SaleForce Project Community My

a Scan QR-code:

Login

Create Project ®

Have Reyee APs?

No. Yes.
Scan QR-code Connect to Wi-Fi
o™ ‘\\
(L
U
BRayeE

Tap Scan QR-code. Scan the QR code at the bottom label of the device.

b  Connect to Wi-Fi:

Tap Start > Yes, Continue > Connect to access the default SSID “@Ruijie-sXXXX". See the default SSID

at the bottom label of the device.
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< Create Project < Create Project

Preparation before
Configuration

Please make sure the following preparations
are completed.

WLAN  Wireless Bridge

1. Finish cable connection, power on all devices, and
wait for 3 mins.

-
= o
(4] Is there only one AP in your

~ i network?
. o qNait for 3 mins

No. Connect to “@Ruijie-mXXXX”

2. After the uniform Wi-Fi "@Ruijie-m" is sent out,

SON(Self-Organizing Network) is completed. i
Yes. Continue

Wi-Fi =

P a——

2. Check whether the devices are detected. Tap Start Config.

< Detect Device

Detect 1 device
The devices that support SON are displayed below.

9

Internet

o
i
EW1200

Topo is incomplete? ™~

Detect Again Start Config

3. Name the project and enter Management password.
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< Basic Config

[ ] (o] o]
Project Config Internet Config Wi-Fi Config

Project Name *

Enter project name

Management Password *

More than 8 letters and numbers

For project safety, please ensure the password:
( has at least 8 characters

© contains 3 of these character types:
lowercase letters: abcd...

uppercase letters: ABCD...

numbers: 0123...

special characters: <=>[]!@#$*().

® can not contain "admin”

© can not contain spaces or question marks

Scenario *

4.  Tap Next and select an Internet connection type.

< Basic Config

® ] o
Project Config Internet Config Wi-Fi Config

Internet Connection*

DHCP v

Network parameters are automatically
assigned. You don't need to configure.

802.1Q Tag »

5. Tap Next and configure an SSID and a password.

Login
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< Basic Config

® [ ] ®
Project Config Internet Config Wi-Fi Config

SSID/Wi-Fi Name *

Enter the SSID/Wi-Fi name
Open y

Password * 8 characters at least

Radio Country/Region Code *

China

Tip: Please select your country or region

Save

6. Tap Save. Wait for one to two minutes until configuration is complete. Tap Connect to access the new Wi-
Fi.

< Add succeeded

Delivery succeeded. Please
connect to the new Wi-Fi after
and return to Ruijie Cloud App

for connectivity test.

= EW1200
(7] No Password

1.2.4 Log in to the device via Reyee Router APP

Download Reyee Router APP at https://play.google.com/store/apps/details?id=cn.com.ruijie.reyeerouter

1. Add adevice: Tap + and tap Add Network.

10
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i) 88 e

Homepage Scenario Settings

< Network More

Please select a mode to add the network

[ =ee)

Select This Mode in Common Cases

Add Network

Login

Connect the device: Connect the device as indicated by the following figure. Check both items and tap

Next.

< Before Start

Step 1t

Please complete the following steps, and then
check each option box.

WAN(¥ellow)

E Power on the router

! Connect the WAN port of the router to the
maodem.

Connect to a Wi-Fi: Tap Open Wi-Fi List. Connect to default SSID Reyee-sXXXX. See the default SSID

on the bottom label of the device.

11
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< Before Start

Step 2:

Connect to the Wi-Fi of Reyee Router in
Settings > WLAN, and then return to the Reyee
Router App.

Wi-Fi Name: Roooo-sX0XX

SRl

Router Back

Open Wi-Fi List

4. Configure an SSID and a Wi-Fi password: You can configure a Wi-Fi password the same as the
management password.

< Router Config

SSID/Wi-Fi Name

Flease enter the SSID

Password

Please enter the Wi-Fi password.

Keep the management password the same with the
Wi-Fi password

5. Check the new SSID and password after configuration succeeds.

12
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Configuration succeeded.
You can access the Internet after reconnecting to the Wi-Fi

SSID/Wi-Fi Name
I 2.4G)

I . 5G)

Password

1.3 What can I do if | fail to log in to the eWeb management system?

(1) Check that the network cable is properly connected to the LAN port of the device and the corresponding LED
indicator blinks or is steady on.

(2) Before accessing the configuration GUI, set the IP assignment mode to obtain an IP address automatically
(recommended), so that the server with DHCP enabled can automatically assign an IP address to the PC.
To designate a static IP address to the PC, set the IP address of the PC in the same network segment as
the IP address of the management interface.

(3) Run the ping command to test the connectivity between the PC and the device.

(4) If the login failure persists, restore the device to factory settings.

13
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2

2.1

2.2

221

2.2.2

Password

Password

What is the default login password of the Reyee EW series

devices?

No username and password are required at your first login and you can configure the router directly.

How to change the device’s login password?

There are four ways to change the device’s login password:
Log into the eWeb to change the login password.

Mobile Phone View: Choose More > System > Password.
PC View: Choose More > System > Login > Login Password.
Enter the old password and a new password. After saving the configuration, log in again with the new password.

& Password &

g Change the login passward. Please log in again with @
¥ the new password later.

* Old Password
* New Password

* Confirm Password

Log into Ruijie Cloud web system to change the login password.

If the device are online on Ruijie Cloud, you can modify the management password on the Cloud eWeb.

Method 1

(1) Select a project from Project List and click Edit in the Action column.

14
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Ruijie

B PROJECT

7 WIRELESS

Layout
Radio Planning
Roaming
Bluetooth

cad Balancing

@ AUTHENTICATION
Caplive Portal
IPSK
Voucher

Account

& ADVANCED

CLI Config

Customize CLI Set

AP VLAN

MONITORING

CONFIGURATION

MAINTENANCE

| Project Management How to Use?

a "

| Project Info

[ = @Roat

s PPSKtest *
haze
& PPSK =
& EST
& test123 =
4 Cloud_Auth_Test *
s RyesNetwork1 *
& EG2100
s GTAC_Reyee *
& Cloud_Auth_Test_Auto
s APTI0
s M1
@1
& 2wi281127
B wei zhang
& testioo
= [ Location1
= [ location1_1
111t
112

(-3 Root

| Project List

Hane Parent Project
PPSKiest ROOT
a2 ROOT
PPSK ROOT
EST ROOT
test123 ROOT
Cloud_Aut_Test ROOT
Ry=eNetwork1 ROOT
EGZ100 ROOT
GTAC_Reyee ROOT
Cloud_Auth_Test_Auto ROOT

Type
& Proect
& Proct
& Profect
28 Project
& Proct
& Progc
& proga
& Proga
& Prosa

& Progct

Devices Alarms.

a1 o
a0

[T
01 o
ajg 0
1z 0
an ]
ETT I
11 0
a0 1

R R

Y

@ pashooars
@ 0ashooars

fozshooars

Lo

YOt

-

@ pashooarg

@ pashboard
¥ Dashboard
it Dashboard

it Dashboard

Password

Dne

Advanced
£ Topology.

SaTopology.

S Topology.
ATy

A Topology
S Topology
#aTopology.

#aTopology.

#aTopology.

(2) Click Configure Password.

Ruiie £

MONITORING

CONFIGURALIQ

%= WIRELESS

@ AUTHENTICATION

& ADVANCED

| Project Management How t¢

Name PPSKtest

= @ Root
& PPSKtest *
&R
& PPSK*
& EST
& test123*
s Cloud_Auth_Test *
& RyeeNetwork1 *
& EG2100*
& GTAC_Reyee *
& Cloud_Auth_Tes!_Auto
& APT10
s @1
&1
& Zw7281127
B wei zhang
& test100
= [ Location1
= [ location1_1
&1
%112

J [Management Password

Configure Password | 2

Time Zone (GMT+8:00)Asia/Hong_Kong
Bind Location Enter a location nam
Russin
cokhstan ’
Japan. North
Chins South Korea Pacific
TR Ocean
pasitan &
ndis
atind
Google

Venezy
£770 Keyboard shortcuts  Map data ©2022 - Terms of Use

Urited Sttes.

Merco

L e = B =

RyeeNietwork! ROOT
£c2100 RoOT
GTAC_Reyee ROOT
Cloud_Auth_Test_ Auto ROOT

a8

Advanced

Enter a new password and click Save.

Ruijie Q

@ AUTHEN

& ADVANCED

MONITORING

Edit Management Password
t Management How
Note: For project secunity, please configure the management password first. The management password
will ba used for the eWeb systems of all davices in the network.
= @ Rool (& Rule of Password
PPSKte
Management Password
PPSK
E
Failed to load the map. Please refresh the page.
Auto

CONFIGURATION

sae | [ conce

Advanced

Method 2

Choose CONFIGURATION > WIRELESS > Basic and change the login password.

15
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MONITORING CONFIGURATION MAINTENANCE

Password

A, abcdefg@1i1. v
& PROJECT
=] NETWORK—WIDEm
Network
Routing
VLAN
% WIRELESS
Basic
Layout
Radio
Wi-Fi Optimization
Roaming

Bluetooth

Load Balancing
@ AUTHENTICATION
Captive Portal

User Management

123456

Note: The "Telnet Settings", "Client Isolation" and "Wire
| Security

eWeb @

(GMT+8:00)Asia/Hong_Kong | Manage Project ” Take over Network || Unbind Device

ess Intrusion Detection” functions can only be enabled on Ruijie Enterprise devices

oWeb @

Password | ruijie123. @ | Configure Password

Telnet Settings @

Telnet @

Password | ssssssess -

Client Isolation

AP-based Client Isolation (Clients on the same AP are isolated)

AP&SSID-based Client Isolation (Clients on the same AP with the same SSID are isolated)

Wireless Intrusion Detection

2.2.3 Log into Ruijie Cloud App to change the login password.

Enter the project page and tap Tool Kit to change the device password.

User Experience

Tool Kit Office Confi

Wi-FiMgmt  Network

83 ®

& K1

Password

Advanced

(ih] iR

< Secen_as_1116 o

Optimize Add Device Diagnose Update
= |
of S 2 U]
Share Speed Test Inspect Restart
C) Q)
Scheduled Restore
Restart
Settings

Device Project Name Report

9

Test Roaming Roaming Test
Optimization

Q @

D

< Edit Password

Management Password

Device Password (used for the eWeb system). For
project safety, please ensure the password:

@ has at least 8 characters

© contains 3 of these character types:
lowercase letters: abcd...

uppercase letters: ABCD...

numbers: 0123...

special characters: <=>[]!@#$*().

 can not contain “admin”

() can not contain spaces or question marks

.

.

Save

A\ caution

® In the same network, Reyee EW series devices are using the same login password.

16
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2.2.4 Log into Ruijie Router App to change the login password.

(1) Choose Advanced > Settings > Management Password.

A liuting >

Wi-Fi Settings

Reyeessid (24
reyee123

Reyeessid_5G (56

reyee123
Change Password
Common
Speed Diagnose
Reboot Indicator ®

O 68

Homepage Scenario

Copy

Copy

©®

Optimize

Update

4 Advanced

Wi-Fi Signal Strength

Management Password

o
Settings

LAN Config

Share Home Network

Scheduled Reboot

(2) Change the management password and tap Save.

17
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< Change Management Passw...

Management Password

The management password can be used to log in to
eWeb system.For project safety, please ensure the
password

() has at least 8 characters

@ contains 3 of these character types
« lowercase letters: abed
+ uppercase letters: ABCD
» numbers: 0123.
+ special characters: <=>[]l@#S$*()
(® can not contain “admin”

\‘_?1 can not contain spaces or question marks

2.3 What can | do if | forget the device’s login password?

(1) If you manage your Reyee EW series devices on Ruijie Cloud or Reyee Router APP, you can modify the
password through Ruijie Cloud.

(2) Ifthe Reyee EW series devices is not on Ruijie Cloud, you can press the reset button on the device for more
than 5s to restore the factory settings.

A\ caution

Restoring factory settings will delete the existing configuration and you are required to configure the device

again at your next login. Therefore, exercise caution when performing this operation.

18
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3 PPPoE

3.1 What should I do if PPPoE failed?

(1) Check the PPPOE records to get connection logs.

PPPOE

Ruijie | FReyee ®
Clients
@ Basics
o Configure WAN settings.
WAN
*Internet | PPPoE

LAN

IPTV/VLAN *Username

IPv6 Address @ Forgot Account? Obtain Account from Old Device

Repeater Mode # Password St
= Wireless v P 0.0.00
© Security - Subnet Mask 0.0.0.0

Ad d
EAdvance Gateway 0.0.0.0

Diagnostics
Epiag DNS Server 0.0.0.0
- System

Advanced Settings

Save

(2) Check whether the PPPoE account and password are correct.

(3) Check whether the IP address assigned by the ISP will conflict with the IP address existing on the router.

(4) Check whether the MTU setting of the device meets the requirements of the ISP.

Mobile Phone View: Choose More > Switch to PC view > More > Basics > WAN > Advanced Settings.

PC View: Choose More > Basics > WAN > Advanced Settings.

The default MTU value is 1500, which is the maximum MTU size. You are advised to gradually adjust the

value to 1492, 1400, or even smaller if necessary.

o Configure WAN settings.

* Internet DHCP

No username or password is required for DHCP clients.

IP 172.20.141.109
Subnet Mask 255.255.255.0
Gateway 172.20.141.1
DNS Server 172.30.44.20 192.168.5.28
Advanced Settings

*MTU 1500

*MAC  28:d0:f5:00:01:64

Save

19
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4 phcp

4.1 What should | do if the device cannot get IP address through
DHCP?

Check the DHCP Server configuration:
o Whether the DHCP service is enabled.
o Whether the corresponding DHCP address pool is configured.

o Whether the number of IP addresses in the DHCP address pool is sufficient.

LAN Settings DHCP Clients Static IP Addresses DNS Proxy

LAN Settings

6 The LAN port is configured with An address conflict occurs.. The IP address of the LAN port
to ensure network connection.

1P 1921681111
* Subnet Mask =~ 255.255.255.0
Remark
*MAC  00:d0:f8:15:08:49

DHCP Server@
*Start || 192.168.111.1

*|P Count 254

* Lease Time(Min)

Save

20
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5 Slow Internet Speed

5.1 What should I do if my internet speed is slow?

Compare the test speed results of a PC connected directly to the ISP router/modem and the PC connected to
the Reyee EW series devices, if the results are the same, the problem is the ISP router/modem. If the results
are different, please try the following steps.

(1) Check whether Smart Flow Control is enabled.

Mobile Phone View: Choose More > Switch to PC view > More > Advanced > Flow Control > Smart
Flow Control.

PC View: Choose More > Advanced > Flow Control > Smart Flow Control.

Smart Flow Control

o Smart Flow Control

Adjust the bandwidth allocated to each user according to the user count.

Enable () If you want to test the WAN rate, please disable smart flow control first.

WAN Bandwidth *Up 100 Mbps  * Down 100 Mbps

Save

(2) Replace the network cable for testing.

If the wireless speed is still slow, modify Radio Channel, Channel Width and Transmit Power. See 7.3.

21
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6 Internet Access

6.1 What should I do if | cannot access the internet?

(1) Check whether the device (PC/phone) gets the correct IP address.
If the device’s IP address is 169.254.x.x or 0.0.0.0, it means that the device doesn’t get correct IP address.
o Try disconnect the wired or wireless connection and then reconnect it.
o Try reboot the device.

(2) If the device gets the correct IP address, please try change DNS server to 8.8.8.8 or 8.8.4.4.

(3) Try unplug and replug the network cable between router and ISP.

If the problem is still unsolvable, you may start a Live Chat with our Support Engineer for assistance: Ruijie
Support

22
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7 Wireless Configuration

7.1 What’s the default Wi-Fi name of Reyee EW?

For Reyee EW series routers, the default Wi-Fi name is “@Ruijie-sxxxx”(xxxx is the last four digits of the MAC

address. See the MAC address on the bottom label of the device).

7.2 What can | do if SSID configuration on Ruijie Cloud fails to

synchronize to Reyee EW series devices?

(1) Check the Status and Config Status of the Reyee EW series devices. If the Reyee EW series devices Status
is offline, the cloud will not deliver configurations to the device. If the Reyee EW series devices is online and

the Config Status is in synchronizing status, you can trigger the configuration synchronization manually.

Ruijie [ MONITORING ~ CONFIGURATION  MAINTENANCE
Reyeetdes: [y
@ OVERVIEW
| Home Router List v Tdevices wiln new firmware availabie Auto Retresh o
m meocu || owen || upsrace || mure - | 0 Selecies
= mERoRT © Essic AF Moo
Oniine Status N s, Auas mac Management [P Egross P Clients Hetwark Firmwars Version Last omine Model Description Action
B Device @onns  GIOHAS62 Afoggognle 192188431 AMSO6172 2 Reoshe Reyee0s 1701517 20004003207 EWISGKPRO ]
wann oo mIEETOMS 2418 - s y 21 O W@ 9LOT EWIENEKPRO A L=
2000 e09 1821602038 24120288 ReyeeQS 1 55 1705 2022-09-05 121307 EW1200R Tl
1 0. )3 in total
Home Router
€ TERMINAL
)
Config Status(Z: 21200 200uey) X
To synchronize all configurations to the device, please click Manually Deliver. If a configuration fails to be synchronized, please click [ in the Action column to deliver it again
[ Manually Deliver *3Refresh
Config Status Action
+ Diagnosis Logging Settings; =
+ Scheduled restart configuration B
+ Indicator config; Fe
+ WIO schedule e
+ Network management password configuration; B
+ Time Zone Settings; B
+ Device Name Settings; Synchronized R
+ RF Power Settings; Synchronized =
+ Wireless Signal Seftings; Sync R
+ Wireless BlacklistWhitelist Settings Based on SSID; synchro B
+ CWMP Interval Settings; F@
+ SSID Seftings; ST trigger the ssid setting
manually
+ Log Settings: Synchronized 23
+ Custom CLI Settings; Synchronized Fe

(2) Check whether the SSID configuration is saved successfully. Click Save, then check the device configuration

again.
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MONITORING ~ CONFIGURATION — MAINTENANCE

Reyeente: [rmp—Y e e e |
A PROJEC
© WETWORK WIDE | I
P
work
| Wwireless Configuration
ssDo
wiaN D s aton Foreea Mos R Aunaoe acton
1 vius ™ aitge ' per— 4 i
2 Vias 55 ™ Bidee 2 Jer— © oo
0« 2in total v
Radio &
cad Balancing Raio(2 43Hz) RaH02{5GHZ)
O AUTHENTICATION
onorF - o -
. Max Ciants \ax Clierts
Enavie DFS@ Enable DFS @
@& MORE
™
Not: The “Teinet Seftings", “CIeNT IGiafan” and “Wirsiss INTusion DeCtion” Rnctons an .00 Rulle Ertemnse devices
se
o | Secunty
eWeb @

(3) Check whether the Reyee EW series devices version is the latest one. If not, upgrade it.

(4) If the features you configured are not supported by Reyee EW series devices, the related configurations will
not be synchronized to Reyee EW series devices.

) e
-~ WLAN 1D Hidden Mo v | 3
& PROJECT |
%+ WIRELESS SSID lestPsk ‘ Forward Mode & Bndge v I
Enciyption Mode | WPAWPAZ-PSK V| vianin | 1
Password | ruijie123 | Radio 8 Radiol(2 4GHz) B Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)
Actio

WI-Fib @ -

5G-Prior Access @
@ AUTHENTICATION

Tip: Ther. @ are Reyee devices in the network. The "Speed Limit per Client”, "Speed Limit by SSID", “Auth” functions can only be enabled on Ruijie Enterprise devices

Speed Limit per Client

5in fotal
Speed Limit by SSID

Auth
& ADVANCED oK Cance:
ON/OFF [ & ONIOFF «
v Max Clients . Max Clients 2

7.3 How to adjust radio setting when the wireless network is bad?

The device detects the surrounding wireless environment and selects the appropriate configuration upon power-

on. However, network stalling caused by wireless environment changes cannot be avoided.

A\ caution

After being optimized, the Wi-Fi network will restart, and clients need to reconnect to the W-Fi network.
Therefore, exercise caution when performing this operation.

® Optimizing the radio channel
Mobile Phone View: Choose More > Channel Transmit Power.

PC View: Choose More > Wireless > Radio Frequency.

24



FAQs

Wireless Configuration

Choose the best channel identified by Wi-Fi Moho or other Wi-Fi scanning App. Click Save to make the
configuration take effect immediately. Excess clients connected to a channel can bring stronger wireless

interference.

W Note

The available channel is related to the country or region code. Select the local country or region.

A\ cCcaution
The Wi-Fi network will restart after the radio channel is changed. Therefore, exercise caution when performing

this operation.

& More Settings )
v Network Schedule
— e Channel Transmit Power o
Repeater Mode @ Tip: Changing configuration requires a reboot and
clients will be reconnected
Network Check
I Radio Frequency
S Roaming Optimization
2.4G Channel
liiy Country(Region)/Channel Width AltG
@ Channel Transmit Power
Auto
[ YPress 1 (2.4126H2)
8} e = R
Home Internet Wi-Fi M "2 (2.417GH2)

Optimizing the channel width
Mobile Phone View: Choose More> Country(Region)/Channel Width.
PC View: Choose More > Wireless > Radio Frequency.

If the interference is severe, choose a lower channel width to avoid network stalling. The router supports the 20
MHz and 40 MHz channel width. You are advised to select 20MHz channel width. After changing the channel
width, tap Save to make the configuration take effect immediately.

A\ caution
After the change, the Wi-Fi network will restart, and clients need to reconnect to the W-Fi network. Therefore,

exercise caution when performing this operation.
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Radio Frequency

Country/Reglon

United States (US)

2.4G Channel Width

Auto

Auto
20MHz

40MHz

® Optimizing the transmit power
Mobile Phone View: Choose More > Channel Transmit Power.
PC View: Choose More > Wireless > Radio Frequency.

A greater transmit power indicates a larger coverage and brings stronger interference to surrounding wireless
routers. The default value is Auto, indicating automatic adjustment of the transmit power. In a scenario in which
routers are installed densely, a lower transmit power is recommended.

A\ caution

After the change, the Wi-Fi network will restart, and clients need to reconnect to the W-Fi network. Therefore,
exercise caution when performing this operation.

Radio Frequency

2.4G Channel

Auta

Transmit Power

@]

Auto Lower Low Medium High

® Configuring the roaming sensitivity (optional)
Mobile Phone View: Choose More > Roaming Optimization.
PC View: Choose More > Wireless > Radio Frequency.
Clients such as mobile phones support the roaming function but the sensitivity level may not be high enough.

The roaming sensitivity enables the device to actively disconnect a client from the Wi-Fi network when the client

is far away, forcing the client to re-select the nearest signal and thus improving the sensitivity of wireless roaming.

The default value (low sensitivity) is recommended.

A\ caution

After the change, the Wi-Fi network will restart, and clients need to reconnect to the W-Fi network.
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High sensitivity level may cause unnecessary Wi-Fi network disconnection. Therefore, exercise caution when
performing this operation.

&= Roaming Optimization o

Roaming sensitivity is the rate at which your device selects
and switches to the nearest available access point, offering a
better signal

| Roaming Optimization

2.4G Roaming Sensitivity D

O
20 40 60

5G Roaming Sensitivity &)

O

40 60

] S = R

Home Internet Wi-Fi More
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8 Guest Wi-Fi

8.1 What is Guest Wi-Fi?

A guest Wi-Fi network provides an access point to the internet separate from the one your primary devices
connect to. Wi-Fi works by connecting devices to a single router that grants internet access. By creating a
separate entry to the internet with guest Wi-Fi, you're allowing internet access for devices that may be more

susceptible to viruses without allowing them to connect to your home network.

8.2 How to configure Guest Wi-Fi on eWeb?

Mobile Phone View: Choose Wi-Fi > Wi-Fi Settings.

The page displays the master Wi-Fi network, guest Wi-Fi network, and smart Wi-Fi network from top to bottom.
Click Add Wi-Fi in Guest Wi-Fi and set the SSID and password.

PC View: Choose More > WLAN > Wi-Fi > Wi-Fi Settings/Guest Wi-Fi/Smart Wi-Fi.

& Wi-Fi @ & Wi-Fi 2
Wi-Fi Settings Guest Wi-Fi
{@Ruijie-sD848 Secured Ty
* 8SID
Add Wi-Fi
Wi-Fi
Guest Wi-Fi
Password
-+ Add Wi-Fi
Hide SSID
Clients ot find this SSID by scanning
Smart Wi-Fi

Add Wi-Fi ‘ ‘

8.3 How to configure Guest Wi-Fi on Reyee Router App?

(1) Choose Scenario > Guest Wi-Fi > Enable.
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Scenario

@ Parental Control
Disabled

> S 3
©

Eco Mode Smart Home
Disabled Disabled

< Guest Wi-Fi

Create an independent Wi-Fi for guests,
which is isolated from the family Wi-Fi to

@ ensure the privacy securtiy.

XPress Blacklist
Disabled Disabled

B
o, [E] =2
Homepage Scenario Settings

(2) After you create the guest Wi-Fi, its SSID is displayed. It is open to all guests by default. You can also tap
Edit to change its SSID, password and online duration.

&’ s

Succeeded to add the guest Wi-Fi

(Valid for 12 hours)

SSID/Wi-Fi Name
Reyeessid_GUEST

Password

Open to all guests

Edit
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(3) Disable Smart Connect, and you can configure 2.4 GHz and 5 GHz SSIDs separately. Uncheck Open, and
you can change the Wi-Fi password. Tap Duration and set an online duration. After the timer expires, the
Guest Wi-Fi is turned off automatically. Tap Save to save Guest Wi-Fi settings.

< Guest Wi-Fi
Guest Wi-Fi @)
Smart Connect »

SSID/Wi-Fi Mame(2.4G) Wide coverage but low spead

Reyeessid_GUEST

SSID/Wi-Fi Name(5G)  High speed but limited coverage

Reyeessid_GUEST_SG

Password D{)p e

Duration 12 hours »

(4) Disable Guest Wi-Fi and tap Save. The Guest Wi-Fi is turned off.

4 Guest Wi-Fi

Guest Wi-Fi
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8.4 How to configure Guest Wi-Fi on Ruijie Cloud APP?

(1) Click the project you want to set your Guest Wi-Fi.

< EW1200 (SRS
(h "

: Guest Wi-Fi  Parental Control
Villa/ Disabled Disabled
Home o o

Project Status Uptime

= 3d17h

Online Devices:1 @
Offline Devices:0

Internet

EW1200

Online Client
1

(2) Find out “Guest Wi-Fi” in the basic scenario feature list, and tap Enable.
< EW120 Q.

) tFlow Control § Guest Wi-Filf IP MGMT
Dis led

Office  Disabled Disabled
——

Enabled on 8000+ Reyee projects. Enable
_— -

«®

You can create a Guest Wi-Fi for visitors. The
clients connected with this Wi-Fi can access the
Internet only but can not access the internal
network. In addition, you can configure Internet
speed limit for these clients.

Feature

Protect internal network security

Limit broadcast storm or virus One-click on/off
How to enable
Config Step

Tool Kit

(3) In the Guest-Wi-Fi page, you can set SSID, Password.
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< Guest Wi-Fi

Smart Connect

2.4G and 5G will use the s

r wil
automatically select the be
Name/SSID(2.4G) Wide coverage but low speed

Enter WLAN name/SSID

Name/SSID(5G) High speed but limited coverage

Enter WLAN name/SSID

Password D Open

Please enter the Wi-Fi passwor

Hide Wi-Fi

Clients will not find this ne el
Enable Wi-Fi6

Only take effect on Wi-Fi6 devices et

Save

A\ caution

® All these configurations have their default settings but you also can customize them by yourself.

8.5 What can | do if it promotes that “The configuration is only

supported on the project with gateway”?

If the EW series routers work in the Wi-Fi extension mode, Guest Wi-Fi needs to have an EG, because it needs
EG to do ACL configuration for implementation.
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4 GoodScience Sdn Bhd o

Control | Guest Wi-Fi | IPMGMT  Intranet

upported. The configur

n the project w

You can create a Guest Wi-Fi for visitors. The
clients connected with this Wi-Fi can access the
Internet only but can not access the internal
network. In addition, you can configure Internet
speed limit for these clients.

Feature

Protect Internal network security

Limit broadcast storm or virus One-click onjoff
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9 Flow Control

9.1 What is Flow Control?

Reyee Smart Flow Control is a feature used to avoid congestion by optimizing user’s traffic. The working principle
is shown as below: when the total user traffic is lower than the maximum WAN bandwidth, the rate limit policy
will not be applied, every user will get the required bandwidth. However, when the total user traffic exceeds the
maximum WAN bandwidth, the user-based rate limit will take effect. The total WAN bandwidth will be equally
allocated to every user.

9.2 How to configure Flow Control?

Mobile Phone View: Choose More > Switch to PC view > More > Advanced > Flow Control > Smart Flow
Control.

PC View: Choose More > Advanced > Flow Control > Smart Flow Control.

Click Enable and set the network bandwidth provided by the ISP. After the configuration is saved, the router
adjusts the bandwidth of each client based on the total bandwidth to prevent any one client from occupying too
much bandwidth.

A\ Note

After flow control is enabled, speed measurement will be affected. Disable flow control if you want to do speed
measurement.

Smart Flow Control

o Smart Flow Control
Adjust the bandwidth allocated to each user according to the user count.
Enable (@D
WAN Bandwidth *Up 100 Mbps  * Down 100 Mbps
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10 DDNS

10.1 What is Dynamic DNS (DDNS)?

Dynamic DNS is a service that lets anyone on the Internet gain access to resources on a local network when
the Internet address of that network is constantly changing. Such resources are typically a Web server, Webcam

or a PC for remote control operation.

10.2 Which DDNS service providers are available for Reyee EW series

devices?

Reyee EW series devices supports No-IP DNS and DynDNS.

10.3 What scenarios DDNS are used in?

® Access to intranet servers or cameras via domain name.
(1) Configure DDNS on Reyee EW series devices.

Mobile Phone View: Choose More > Switch to PC view > More > Advanced > Dynamic DNS > Dynamic
DNS.

PC View: Choose More > Advanced > Dynamic DNS > Dynamic DNS.
Peanut Shell NAT Dynamic DNS No-IP DNS DynDNS

Dynamic DNS

It is recommended to use Peanut Shell for NAT, including TCPE, UDP. HTTP and
HTTPS mapping.

* Username

* Password

Link Status

Domain -

(2) Configure port mapping on Reyee EW series devices which can map certain TCP/UDP ports to the
corresponding ports on the intranet device.

Mobile Phone View: Choose More > Switch to PC view > More > Advanced > Port Mapping.

PC View: Choose More > Advanced > Port Mapping.
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Port Mapping NAT-DMZ
o Port Mapping @
| Port Mapping List -

Upto 50 entries can be added.

[l Delete Selected

External

External
Name Protocol IP
Port
Address
No Data

- 10/page Total 0
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1 1 Mesh Function

11.1 Do different models of EW devices can mesh with each other?

Yes, all EW series routers can mesh with each other.

11.2 Can wired mesh switch to wireless mesh?

Yes, after wired mesh has been established successfully, it will automatically switch to wireless mesh if you

disconnect the network cable between routers.

11.3 The master device has been powered off, will the salve device

automatically connect to master when it is powered on again?

When the master device is powered off, the slave device will probe the master device uninterruptedly. When the
master device is powered on again, it will be detected by the slave and the slave will connect with the master

once again.

11.4 What should | do if it takes a long time for the salve to reconnect

to the master after the master has restarted?

Please check if the wireless channel of the master device is one of the following: CH52, CH56, CH60, CH64,
CH100, CH104, CH108, CH112, CH116, CH120, CH124, CH128, CH132, CH136, CH140, if so, please try to
change the wireless channel of the master device to other channels.

11.5 If the EW router works in repeater mode, can it still support the

Mesh function?

It doesn’t support the mesh function when working in repeater mode.

11.6 Why the SSID and channel cannot be changed on the slave device

after meshing successfully?

You cannot change the SSID and Channel on the slave device, but can change them on the Master device.

When the Master’s configuration changes, the Slave’s configuration will change accordingly.

11.7 What should | do if | fail to mesh?

(1) Please check the distance between the two devices. When establishing the mesh for the first time, the Slave

device should be within two meters of the Master device (unobstructed environment).
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(2) When moving a Slave device to a location where Wi-Fi coverage is required, there is no more than one wall
between the Slave device and the Master device. If more than two walls exist between two devices, the

mesh rebuild may fail.

38



FAQs Wireless Repeater

1 2 Wireless Repeater

12.1 What is Wireless Repeater Mode on Reyee EW series devices?

Wireless Repeater Mode allows you to establish a wireless connection between the primary router and the
secondary router to extend network coverage.

12.2 Whether EW series routers can support wireless repeater with

other manufacturers' equipment?

Yes, Reyee EW series routers support wireless repeater with other manufactures’ equipment.

12.3 How far can the distance between the primary router and the

secondary router be?

The distance between the EW router and the primary router can’t exceed two walls.

12.4 How to configure Wireless Repeater on Reyee EW series Home

Routers?

(1) Connect your PC to the EW1200G Pro LAN port, and then log in with the default LAN IP 192.168.110.1.

&« C A Notsecure | http://192.168.110.1/cgi-bin/luci/:stok=a0cf8c26ce256dfIecIBc32dcd89a7c2/ehr/home_overview Q % & i
10 5 s English & @
Home

Internet EW1200G-PRO Clients

Device Details

Wodel: EW1200G-PRO Hostname: Ryiji SN:
MAC: e "aifls minutes 41 seconds Systime:  2021-08-26 16:03:18
Hardware Ver: 100 Soft Reyee0S 1.55.1915

Wi-Fi

= Primary Wi-fi: @Ruijie-s49FD Guest Wi-Fi
b Security: Yes B Security: No

)))

Interface Details

(2) Click More > Repeater Mode, and choose Wireless Repeater.
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Ruifie | BReyce @ @ ‘:5; English S8 & @
-Fi

Clients Internet
@ Basics
The device is working in Router mode. The following three modes are available:
WAN Router Wired Repeater s Repeater
LAN ;
« This mode allows you to establish a wireless connection between a primary router and a secondary router, extending network coverage.
0 - e local router will work as a secondary router.
IPTV/VLAN It is recommended to select a 5G Wi-Fi of the primary router.
IPv6 Address
| Wireless Repeater
| Mode
* Primary Router SSID | Select
T Wireless,

) Security

5 Advanced

@ Diagnostics

= System

 Collapse

(3) Click Select to choose the Primary Router SSID.

5G Wi-Fi List Select a target Wi-Fi
BSSSID Security Channel RSSI

11 dBm
c4:70:ab:a2:7 166

High

14 dBm
ecbT0:23:04:99

@Ruijle- -16 dBm
3200 9eBetbc93 3
$BC20_5G High

@Ruijle-guest- -16 dBm
320d9efebca3
BC90 High

-23 dbm
High

captive

(4) Configure the Local Router Wi-Fi and click Save.

Ruipie | BReyec ® e 2 inglish . 28 & @

Clients Internet
@& Basics
The device is working in Router mode. The following three modes are available:
Wi Router Wired Repeater eless Repeater
LAN o .
« This mode allows you to establish a wireless connection between a primary router and a secondary router, extending network coverage.
© - he focal router will work as a secondary router.
IPTV/VLAN « Itis recommended to select a 5G Wi-Fi of the primary router,
IPv6 Address

| Wireless Repeater

Repeater Made

* Primary Router SSID Testl  select

7 Wireless
New Wi-Fi

Local Router Wi-Fi @ )
©ISecurity Same as Primary Router Wi-Fi
o *SSID(2AG)  Test1_plus
£ Advanced

“SSID(5G)  Test]_plus 5G

(& Diagnostics est]_plus,
Esystem Password  asssssses

(5) Finish.
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@ Finish
Vi-Fi network again. If you fail to
e enable mesh networking again.

Test1 _plus
SSID (5G)
Test1_plus_5G

Admin URL: ruiyi.cn

® ‘ ‘ . ol English v ﬁ ‘Q ®

Clients

@ 1t 4.98Kbps W
[ 6.76Kbps — i

wired

Internet EW1200G-PRO Clients

£

| Device Details

Model: EW1200G-PRO Hostname: Ruijie & SN:
MAC: ¢ Duration: 17 minutes 6 seconds Systime: 2021-08-26 16:13:43
Hardware Ver: 1.00 Software Ver: ReyeeOS 1.55.1915
Wi-Fi
= Primary Wi-Fi: Test1_plus =~ Guest Wi-Fi:
* Security: Yes * Security: No
23 Datailc

A\ caution

The local router configured in wireless repeater mode will work as the secondary router. It is recommended to
select 5G Wi-Fi of the primary router.
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12.5 What can | do if it prompts to unplug the cable to avoid loops

when | select EW to wireless repeater mode?

The WAN port is plugged in with a cable. =

Please unplug the cable to avoid loops.

The above situation occurs because the device detects that there is a network cable plugged into the WAN port.
You can follow the prompt to unplug the network cable of the WAN port of the EW router to prevent loops.

12.6 What can I do if | fail to configure Wireless Repeater?

(1) Check whether the SSID can be searched, if it fails, check the primary router status and test if other devices
can search the SSID of the primary router.

(2) Check whether the EW router can get IP address via DHCP successfully, if it fails, please check the DHCP
configuration on DHCP server and test if other devices connecting to the same SSID can get IP successfully.

(3) Put the secondary router and the primary router closer and do wireless bridge once again.

(4) Connect the LAN port of the primary router to the WAN port of the secondary router, and configure it as a
wired repeater, after it has bridged successfully, disconnect the network cable and switch as wireless repeater.

(5) Restore factory setting and bridge once again.

If the problem is still unsolvable, you may start a Live Chat with our Support Engineer for assistance: Ruijie
Support.

12.7 Why I fail to configure DHCP on EW router when it is in Wireless

Repeater Mode?

When EW is in Wireless Repeater Mode, it can’t support DHCP server
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13 Parental Control

13.1 What is Parental Control?

Parental Control

Parental Control is a tool to manage user’s internet use, which means that you can set a certain period of time

for the users to access the internet.

13.2 How to configure parental control on Reyee Router APP?

(1) Configure arule

a Choose Homepage > In Control > Enable parental control.

< Parental Control

@ Parental remote control

 To accurately manage your child's devices
Online Client In Control Guest Wi-Fi

e
. Protect your child from excessi
g Internet use
p— r Enable parental control

@ 88 @
oo Enable Parental Control
Homepage Scenario Settings

b  Select a target device.

 Report of your child's online activities

< Select User

ae97.2f1c.865e J

2.4G connected 09/29 15:54:50 Strong

¢ Click Sleep mode to block the access to network, or click Custom to specify either allowed or blocked

time. You can also click Skip to skip settings.
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< Block Schedule

Schedule a downtime for your child

2 Sleep mode
Set downtime at night to help your child get
enough sleep

Customn
@ Set the start time and end time of a downtime

schedule

< Rule List

Select a preferred mode

To switch the mode, delete all existing rules first

Configure Allow Time
@) Access the Intemet during the configured period

Configure Block Time
Sklp O Block the Internet during the configured period

Parental Control

d Select a mode, configure the start time and end time for a rule, and tap Save. The schedule will be

displayed.
< Rule List
Repeat Thu
< Allow Time
Allow Whole Day J
List Week
Start Time 15:57 Mon Tue Wed Thur Fri  Sat
End Time 17:57 08:00
09:00
10:00
11:00
12:00
13:00
1400
15:00
16:00

Save 19:00

(2) Add or edit a rule.
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a Click any rule on the Parental Control page to enter the rule list.
Parental Control

ae97.2f1c.865¢
@ Allow internet Access

The client can access the Internet today. //3

Restore

Block Schedule 1 rule is going to take effect. )

16:57 ©17:57

Thu

b  Tap arule to enter its page. Click Add Rule to add a rule.

< Rule List

Alew - 16:57 w0 17:57 >

Thu

Add Rule

(3) Block Internet access

a Tap Block Now and select when to block the Internet access: immediately,15 minutes, 30 minutes, or
60 minutes later. After the timer expires, the device cannot access the Internet even when the time is in

the allowlist.
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Parental Control

ae97.2f1c.865e¢ <

P onine T pU

Allow Today

is going to take effect. )

Parental Control

ae97.2f1c.865e 2
€D htow internet Access

Block Now Allow Today

is going 1o 1ake effect )
Block after 15 n

Block after 30 mins

¢ Tap Restore to allow the device to access the Internet even at a blocked time. The device follows the

configured schedule next day.

Parental Control

ae97.2f1c.865e
EID Aiow intemet Acc:

The client can access the Internet today. /./":\"::‘

Block Schedule 1 rule is going to take effect. »

16:57 w0 17:57

16:57 ta 17.5

(4) Disable Parental Control
Select the target device. After entering its page, tap Remove, and the device will be disabled with parental

control.
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Parental Control

ae97.2f1c.865e | @

CEIID #iiow Intemet access

l Remove
The client can access the Internet todi>®

T~
.

Block Now Restore

Block Schedule 1 rule is going to take effect. >

16:57 1 17:57

Thu

13.3 How to configure parental control on eWeb?

Parental Control

(1) Connect your PC to the LAN port of the EW, and log in by using the default IP of LAN port 192.168.110.1.

€«

C A Notsecure | http://192.168.110.1/cgi-bin/luci/;stok=a0cf8c26ce256df9ecI6c32dcd89a7c2/ehr/home_overview

Clients Internet

Intemet

| Device Details

Model: EW1200G-PRO
MAC: CORRSAR SR
Hardware Ver: 100

Wi-Fi

= Primary Wi-Fi: @Rujie-s49FD
b Security: Yes

| Interface Details

ol |Connected | | Disconnected

EW1200G-PRO

Hostname: Rujie £
Duration: & minutes 41 seconds
Software Ver: Reyee0S 1.55.1915

= Guest Wi-Fi
Security: No

(.

Clients

SN
Systime: 2021-08-26 16:03:18

(2) Click Clients > Block Time Management

47



FAQs Parental Control

Ruijie | FReyce @ e
Clients Internet

Clients @

The client list includes online clients and blocked clients. The client going offline will not disappear immediately. Instead, the client will stay in the list for three more minutes.
| Clients T Refresh Bl Blocked WLAN Clients Management

Username/Type IP/MAC Current Rate Blocked Time Action
V 1501 1921681102 2 Up0.00bps Nt Set (No time is blocked )
& Wired 00:00:4c:68:42:ff Unbinded Down:0.00bps - Add Blocksd Time

n 10/page Total 1

Blocked Time Management

Blocked Time List [ Delete Selected

Set a time to prevent clients accessing the Internet. Up to 32 entries can be added.

Blocked Time Blocked MAC Remark Action

n 10/page Total 0

(3) Fill your kids MAC address, and choose the block time.

Add Rule
Blocked Time  Weekdays
* Blocked MAC

Remark | Kidd

Cancel
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13.4 What can I do if | fail to configure parental control?

(1) Check whether current time is within the range of blocked time that you scheduled before.

(2) Check whether the MAC address of the device is correct.

Parental Control

(3) Check whether you have enabled the Private MAC on your phone, if yes, please choose to Use device MAC.

®

Status

@]
Link speed

©
Security

&

Subnet mask

Proxy

IP settings

X Huawei-8G Network details +/

o

Technology

Signal strength

©

IP address

o

Gateway

Privacy
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14 Reyee EW series Parameters

Reyee EW series Parameters

14.1 Where can | find all parameters of mesh Routers?

The following table lists the parameters of all EW series routers.

Model RG-EW1200R RG-EW300 PRO |RG-EW1200G PRO |RG-EW1200 RG-EW1800GX PRO |RG-EW3200GX PRO
Type Mesh WI-Fi Extender |Mesh Wi-Fi Mesh Wi-Fi Mesh Wi-Fi Mesh Wi-Fi Mesh Wi-Fi
Recommended
Number of Clients 24 8 2 2 48 o4
axmum Transmt | 1oomw 100mw 100mw 100mw 100mw 100mw
2.4G: 2dBi . 2.4 GHz 6 dBi 2.4 GHz: 6 dBi 2.4 GHz: 5 dBi 2.4 GHz: 5 dBI
Antenna Gain 5G: 3dBi 24G: 5dBI 5 GHz: 6 dBi 5 GHz: 6 dBi 5 GHz: 6 dBi 5 GHz: 6 dBi
Coverage 30Meters 30Meters 30Meters 30Meters 30Meters 30Meters
Sub-interface Not Support Not Suppert Not Support Net Support Not Support Not Support
PPPoE Support Support Support Support Support Support
NAT Support Support Support Support Support Support
Port Mapping Not Support Not Support Support Support Support Support
DMZ Support Support Support Support Support Support
Flow Control Support Support Support Support Support Support
Multi-\WAN Not Support Not Support Not Support Not Support Not Support Not Support
Blacklist Support Support Support Support Support Support
Whitelist Support Support Support Support Support Support
ARP Binding Support Support Support Support Support Support
Wireless Repeater |Support Support Support Support Support Support
UPnP Not Support Not Support Support Support Support Support
MESH Support Not Support Support Support Support Support
DDNS Not Support Not Support Support Support Support Support
SNMP Not Support Not Support Not Support Not Support Not Support Not Support
Ruijie Cloud Support Support Support Support Support Support
Ruijie Cloud APP  [Support Support Support Support Support Support
APP Upgrade Support Support Support Support Support Support
APP Reload Support Support Support Support Support Support
Reload Regularly [Support Support Support Support Support Support
PoE Power Supply |Not Support Not Support Not Support Not Support Not Support Not Support
DC Power Supply |- 12V 1A 12V 1.5A 12V 0.6A 12V 1.5A 12V 2A
AC Power Supply |Not Support Not Support Not Support Not Support Not Support Not Support
Different SSID with Not Support Not Support Not Support Not Support Not Support Not Support
differnet VLAN
L2 Roaming Support Support Support Support Support Support
L3 Roaming Not Support Not Support Not Support Not Support Not Support Not Support

You can also view the parameters of the EW series routers by clicking the following link.

https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=1821&fromuid=545

14.2 What’s the coverage of EW series products?

Model Coverage
RG-EW1200R 30Meter
RG-EW300 PRO 30Meter
RG-EW1200G PRO 30Meter
RG-EW1200 30Meter
RG-EW1800GX PRO 30Meter
RG-EW3200GX PRO 30Meter
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14.3 What’s the maximum number of recommended users of EW series

products?

Model Recommended Number of Clients
RG-EW1200R 24

RG-EW300 PRO 8

RG-EW1200G PRO 32

RG-EW1200 24

RG-EW1800GX PRO 48

RG-EW3200GX PRO 64

14.4

How many SSIDs can be created on EW series products?

Model WLAN ID Number/SSID number
RG-EW1200R 3/6
RG-EW300 PRO 3/3
RG-EW1200G PRO 3/6
RG-EW1200 3/6
RG-EW1800GX PRO 3/6
RG-EW3200GX PRO 3/6

14.5 How many EW series products can be meshed?

If point to point, EW can support up to three units.

Master

If point to multi-point, EW can support up to five units.
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Master

14.6 Whether different EW series products can be meshed with each

other?

Yes, EW series products can mesh with each other except EW300 PRO.
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